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SAP National Security Services

SAP National Security Services (SAP NS2) was founded to help protect and secure the mission critical operations
of highly regulated organizations. As the U.S. cloud service provider of SAP, we provide the unique capability for
defense and military agencies to run market leading SAP applications without having to sacrifice security,
innovation, or cost. Our team of local, credentialed experts provide the highest levels of security and compliance,
deliver world class innovation, and protect critical data across all applications enterprise-wide.

Secure, compliant cloud technologies can transform how
you operate within your industry. SAP NS2 delivers the
power of SAP’s intelligent enterprise with secure
cloud solutions built to maximize data sovereignty and
secure workloads.
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Barriers to securely adopting cloud services for
defense and military agencies

Defense and military agencies carry out mission-critical operations that protect the livelihood of citizens,
address political unrest, and protect the security of a nation. Due to the weight of these responsibilities,
agencies must follow enhanced security protocols when adopting cloud-based solutions. The keys to a

secure digital transformation are:

Solutions deployed with military-grade security
controls. The cloud has revolutionized industry
operations, and military and defense agencies
want to keep pace. But, the U.S. government has
mandated security controls to regulate how
Department of Defense (DoD) agencies can use
cloud computing technology, such as The Federal
Risk and Authorization Management Program
(FedRAMP®) and the Cloud Computing Security
Requirements Guide (CC SRG). Without
adherence, agencies are restricted from adopting
cloud innovation.

Innovation that can keep pace with an ever
changing landscape. When working in combat,
environments and threats can change rapidly.
Agencies must be ready to make decisions quickly,
and each decision and action carried out has a
domino effect. It's paramount that agencies are
equipped with solutions that connect siloed
processes, analyze data across lines of business,
and provide a full picture view to help make
accurate, real-time decisions.

SAP National Security Services
Barriers to securely adopting cloud
services for defense and military
agencies

SAP NS2 cloud portfolio overview
Understanding how SAP NS2 deploys
solutions with your security standards in

mind

Navigate your operations to the cloud with
SAP NS2's secure cloud deployment

Why SAP National Security Services:
Secure. Local. Sovereign.
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SAP NS2 cloud portfolio overview

Enterprise Resource Planning:
¢ SAP S/4HANA Cloud, private edition

Human Capital Management:
o SAP SuccessFactors

Business technology platform:
¢ SAP Business Technology Platform
¢ SAP Analytics Cloud

Supply Chain Management:
¢ SAP Integrated Business Planning
¢ SAP Service and Asset Manager*

Spend Management*:
¢ SAP Fieldglass
¢ SAP Ariba Procurement Solutions

Business Network*:

¢ SAP Business Network for Procurement

* SAP Business Network for Supply Chain Collaboration
¢ SAP Business Network Asset Collaboration
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Barriers to securely adopting cloud services
for defense and military agencies

SAP NS2 cloud portfolio overview
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*The entirety of the SAP NS2 Cloud portfolio is not yet compliant with FedRAMP® Moderate, DoD IL2, or DoD IL4. In the future, these solutions may be attested and therefor become compliant with necessary
security regulations. SAP NS2 has no obligation to pursue any course of business outlined in the document or to develop or release any functionality mentioned therein. Our strategy and possible future
developments, products, and/or platform directions are subject to change and may be changed at any time for any reason without notice. The information in this document is not a commitment, promise, or legal

obligation to deliver any material, code, or functionality.
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Understanding how SAP NS2 deploys solutions with
your security standards in mind

At SAP NS2, we know that innovation fails without
security. Through our U.S. sovereign deployment
model, we provide defense and military agencies
an avenue to adopt the innovation of the cloud
without compromising on security. We strictly
control how our cloud portfolio is governed,
where it resides, and how its data is secured.

o
KEY BENEFITS:

e

This control empowers military and defense
agencies to benefit from a cloud portfolio that
supports all lines of business. Our dedication to
data access, data residency, and cloud sovereignty
ensures agencies can future proof their operations
while remaining protected by their industry
standards.

¢ Government-grade protection of controlled unclassified information
(CUI), personally identifiable information (PII), and protected health
information (PHI)

e SAP NS2 experts who have deep industry knowledge of cloud
business drivers and unique industry needs

SAP National Security Services

Barriers to securely adopting cloud services
for defense and military agencies

SAP NS2 cloud portfolio overview
Understanding how SAP NS2 deploys
solutions with your security standards

in mind

Navigate your operations to the cloud with
SAP NS2's secure cloud deployment

Why SAP National Security Services:
Secure. Local. Sovereign.

5/7



SAP NS2 Solution Brief

Navigate your operations to the cloud with

Introduction

Challenges Solution Benefits

SAP NS2's secure cloud deployment

In-country support and deployment. Your cloud
operations are supported and deployed within the
continental U.S,, as our government-attested cloud
infrastructure is hosted within secure U.S. regions.
Our customer support teams have been cleared
through background checks and are U.S. persons.

A secure cloud built to your industry standards.
We have built a secure cloud environment

dedicated to serving defense and military agencies.

Each solution hosted in this environment adheres
to NIST 800-53, FedRAMP® Controls, DoD SRG
Impact Level 2 (IL2), and DoD SRG Impact Level 4
(IL4).

Secure and innovative supply chains. Accurately
deploy, control, and maintain your mission-critical
supply chain through SAP’s innovative enterprise

resource planning and digital supply chain solutions.

Operate with full trust that your people are
protected during combat through real-time
distribution of supplies.

Adherence to industry-specific security
regulations. Enhanced service level agreements
ensure there is minimal downtime for critical
infrastructure — allowing agencies to support their
workforce around the clock.

SAP National Security Services

Barriers to securely adopting cloud services
for defense and military agencies

SAP NS2 cloud portfolio overview
Understanding how SAP NS2 deploys
solutions with your security standards in
mind

Navigate your operations to the cloud
with SAP NS2's secure cloud

deployment

Why SAP National Security Services:
Secure. Local. Sovereign.
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Why SAP National Security Services:
Secure. Local. Sovereign.

We understand that defense and military
organizations face different international threats and
have unique compliance requirements surrounding
their cloud operations. We are the solution for
meeting and exceeding these challenges.

The innovation, functionality, and services of the SAP
NS2 solution portfolio meets the same standards as
SAP Commercial, but SAP NS2 provides sovereign
cloud capabilities through services based entirely in
the United States.

We leverage tools such as vulnerability scanning,
intrusion detection, and continuous monitoring to
ensure your data stays protected under an
automated security model.

In alignment with our security strategy, our
infrastructure providers comply with FedRAMP®,
International Traffic in Arms Regulations (ITAR),
and Department of Defense (DoD) Cloud
Computing Security Requirements Guide (SRG)
for Impact Levels 2,4, and 5.

Our offering mitigates the risk of external threats
by limiting system management, providing in-
country deployment, and leveraging an
enterprise strategy to control the data and
resource access within your region.
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Understanding how SAP NS2 deploys
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