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SAP NS2 Government Cloud Defense:
The cloud dedicated to U.S. Department of War organizations
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Summary

SAP NS2%is an independent, U.S.
subsidiary of SAP, delivering SAP
solutions and Al capabilities
exclusively with U.S. citizens
operating on U.S. soil. As a CMMC
Level 2 certified organization, all SAP
NS2 services and solutions are
aligned with ITAR, FedRAMP, and
DISA Impact Levels.

SAP NS2 hosts and deploys
solutions for U.S. Department of War
(DOW) agencies within the SAP NS2
Government Cloud Defense
(GCD). SAP NS2 GCD brings
together the security and cloud
capabilities needed to support our
mission-critical customers. By
deploying the SAP cloud portfolio
within SAP NS2 GCD, agencies can
move to the cloud strategically,
safely, and effectively while
maintaining the security and
compliance requirements of their
industry.

Overview Value drivers

SAP NS2 GCD benefits

Supports a broad portfolio of SAP solutions across
finance, supply chain, human capital management,
data management, and artificial intelligence
Industry-leading SAP innovations secured according
to the standards set by the DISA

Operations isolated to the U.S.—including data,
applications, and infrastructure

End-to-end support model provided through ongoing
management of cloud applications, including incident
reporting and access management

All-in-one deployment model reduces overhead and
infrastructure costs, lowers total cost of ownership
(TCO), and provides quicker time to value

99.5 and 99.9 service level agreements (SLA) to
reduce system downtime

SAP NS2 GCD compliance

NIST SP 800-53 Rev 5

International Traffic in Arms Regulations (ITAR)
Export Administration Regulations (EAR)

FedRAMP® Moderate Baseline Certification
FedRAMP® High Baseline Certification

FedRAMP+ Impact Level 4, Privacy and SRG overlay
FedRAMP+ Impact Level 5, Privacy and SRG overlay
ISO 27001, 27017, 27018

SOC | Type I, SOC Il Type I

HIPAA Attestation
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SAP NS2 Government Cloud Defense (GCD)
hosts and deploys SAP’s commercial cloud
solutions with enhanced security controls
designed to meet the unique needs of U.S.
defense agencies.

Built with a focus on protecting Federal
Contract Information (FCI) and Controlled
Unclassified Information (CUI), SAP NS2 GCD
combines a FedRAMP+ Impact Level 5 (IL5)
certified cloud with dedicated U.S. personnel
who bring deep government and industry
expertise. SAP NS2 GCD helps agencies
protect sensitive data while maintaining
rigorous security and compliance
requirements.
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SAP NS2 GCD includes:

¢ Daily automated scans of operating systems
for detection of malware and malicious threats

 Restriction of users to rules and policies set by
the system administrator within operating
systems

« Centralized vulnerability management tooling
that automatically identifies vulnerabilities
before external threats can infiltrate the system

e Security controls informed by the DOW Cloud
Computing Security Requirements Guide
(DOW CC SRG)

Agencies can modernize business processes,
strengthen operational resilience, and advance
toward an intelligent, sustainable enterprise when
they adopt SAP’s portfolio of enterprise solutions
within the SAP NS2 GCD.

Learn more
Ready to begin your journey to the cloud? Learn more about SAP NS2 deployment
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options and how you can adopt SAP innovation with industry-specific security.
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